Abstract -Using MAC filtering on a network permits and denies network access to specific devices through the use of blacklists and white lists. In IP networks, the MAC address of an interface can be queried given the IP address using the Address Resolution Protocol (ARP) for internet protocol version 4 (IPV4) or the neighbor discovery protocol (NDP) for IPV6 [1], [2]. In this way, ARP or NDP is used to relate IP addresses (OSI layer 3) to ethernet MAC addresses (OSI layer 2) [3] . A MAC address is like a social security number which remains unchanged for a person's life time (the device), while an IP address is like a postal code which can be changed. Now we find how MAC & IP are related, how MAC route from pc to switch(Routing scheme).
MAC address can be access through operating system by using commands. IP addresses, MAC addresses are all unique. They all follow the same set of rules when it comes to format [5] .
II. HOW MANY BITS ARE IN A MAC ADDRESS?
Aaron Mamiit et al (2014-06-12) The remaining 24 bits, is essentially a serial number. That identifies the particular device. All products from the same manufacturer that have the same prefix (or first set of 6 digits) will have a distinct second set of numbers. Each will unique. If the prefix is different, the product identifier may be the same, even when the products are from the same manufacturer. It may also find that the identifier is the same between two products from different manufacturers [8] . As already explained, each manufacturer has its own prefix, so this number will be vary. Every device will in some way have a completely unique MAC address, they were made by the same manufacturer or not.
V. FORMAT OF A MAC ADDRESS
MAC address is 12-digit (6 bytes or 48 bits) hexadecimal numbers. They are usually written in one of the following three formats: The first three octets (in transmission order) identify the organization that issue the identifier and is known as the Organizationally unique identifier (OUI). The remain of the address (three octets for EUI-48 or five for EUI-64) are assigned by that organization in nearly any manner they please, subject to the constraint of uniqueness generally. A locally administered address is assigned to a device by a network administrator, overriding the burned-in address process [15] .
Locally Administered. Example address 06-00-00-00-00-00 the first octet is 06 (hex), the binary form of which is 00000110, where the second-least-significant bit is 1. So, it is a Locally Administered Address [16].
Fig.2. Mac address anatomy
The least significant bit of an address's first octet is 0 (zero), the frame is meant to reach only one receiving NIC. This type of transmission is called Unicast. A Unicast frame is transmitted to all nodes within the collision domain in the switch/router.
Fig.3. Mac address partition
If the least significant bit of the first octet is set to 1, the frame will still send only once, NICs will choose to accept it based on criteria other than the matching of a 
